ICT
Networks – TOPIC 1
Costs associated with a network 
Jan2011, Jan2012, Jan2014, Jun2010, Jun2013
-Costs of network – Initial purchasing of equipment. – Installation and training
-Size of organisation – Needs can range from a small LAN to a global WAN. – Amount of data processing required must also be considered.
-How the system will be used - Will they need large data storage? - What type of applications do users require?
-Existing systems - Sometimes an extension is required, not from scratch - It must support any peripherals already in use
-Performance required*
-Security if reference to level of risk NOT hacking / viruses
Measures of network performance*
-Speed
-Cost
-Reliability
-Usability
Peer-to-peer networks – THIS LOOKS LIKE IT WILL COME UP! EVERY 2 YEARS
(Always together) – Jan2011, Jan2013, June2012, June2014 
-Networks where each computer has the same status and can communicate with each other
Advantages:
-Cost saving – no server is needed, so all the computers can be the same
-No network manager is needed – all users take responsibility for the network
-Status – All machines have same status
-Easy to set up - They are the simplest of computer networks, can be set up by anyone
-There is no reliance on a server - Worry about the server breaking down
-Lower operating costs - Less set up and maintenance costs
-Peer responsibility - Users decide what resources others can use on their computer
Disadvantages:
-Backups can’t be made centrally - cannot be made centrally – this places the responsibility on all the users to back up their own data. - Harder to find files which are not stored centrally
-Users need more IT knowledge 
-Poorer security - Poorer security as resources are shared
-Only suitable for small networks - Only suitable for very small networks (15 or less)
Client server
-In a client server the computers are not all the same status, a more powerful computer is the central computer where all the files and programs are stored, this computer is called the server.
Advantages:
-Security is better - Security is better as it is centralised and one person’s responsibility
-Centralised data - Centrally stored files are easier to find
-Backups are central - Backups and software installation can be done centrally
-Higher load - More efficient/ load tolerant for large networks


Disadvantages:
-More expensive - servers are expensive to buy
-Need specialist knowledge – need a person with technical knowledge to manage network
-Software is sophisticated and expensive
-If the server breaks down then the whole network is down
Ring topology: (Physical things!) (Potential to come up?)
(Normally Ring and Star) – Jan2010, Jan2014, Jun2010, June2011, 
-All arranged in a circle
-Data sent by one computer goes round all of them until it reaches the correct computer
Advantages:
-Network isn’t dependant on a central computer
-Each computer has the same access as the other computers so you can’t ‘hog’ the network
-Higher transmission speeds
Disadvantages:
-If there is a break in the connection, then the whole network fails
-Faults are difficult to locate
-It is impossible to keep the network running whilst equipment is added or removed because there is only one path for the data to follow.
Star topology:
-Uses a central connection point to connect all the devices on the network together
Advantages:
-Fault tolerant – if one cable fails, then the others can still work
-Load tolerant – Extra computers can be added without a loss in performance
-Easy to add extra computers – can be added without disturbing other computers
Disadvantages:
-Higher cost – large amount of cable
-Dependence on the central hub, if it fails the whole network goes down
Bus topology:
-All the devices are connected to a shared cable
Advantages:
-Cost effective because of the small amount of cable needed
-Easy to install because of simple cable
-Easy to add extra devices
Disadvantages:
-More than 12 devices on the network is becomes slower, performance is degraded
-If there is a break in the main cable the network stops working











Advantages of Wi-Fi
Jan2010, Jan2013, June2014, June2015
-Allows inexpensive LANs to be set up without cables
-Allows people the freedom of working from anywhere a signal can be received
-Ideal for networks in old listed buildings where cables would not be allowed to be installed
-Global set of standards – you can use Wi-Fi all over the world.
Disadvantages of Wi-Fi
-Power consumption is high – which means laptops soon exhaust their rechargeable batteries
-There may be health problems in using Wi-Fi
-There may be security problems even when encryption is used
-Home networks have a very limited range (150ft)
-Can get interference if wireless network signals start to overlap
The impact of the internet on business – TOPIC 2
File transfer protocol – Jan2010, Jan 2011, June 2012, June 2013, June2014, June 2015
-It is a standard set of rules that have been established to allow the exchange of (large) files over the internet.
-Used for uploading a database of sales from one branch of the organisation to the head office.
File transfer protocol uses
-Used for uploading a database of sales from one branch of the organisation to the head office (1) (Always need to know what the data are)
-To distribute information (on their new sales catalogue) between the company and their customers and suppliers (1)
-Used for down/uploading a website from/onto the internet/server (or a file) (1)
-other relevant example (1) e.g. Transfer files from mac to pc.
File transfer protocol advantages
-You are not limited to file size (1)
-Allows reliable transfer of files between platforms (1)
-Greater security in transfer of information (1)
-Can have greater control of remote computer (if well developed).(1)
-Checking that packets of data have been received correctly (1)
Requirements needed to implement an interactive shopping services
June2010, Jan2013, Jan2014, June 2011, Jun2012
-Maintaining a company website / need for trained staff – Updating with new stock details
-Catalogue of stock/products, stock database/table – so that one can immediately see if something is available or whether there will be a delay.
-Methods of secure payment / shopping trolley – Customers must be able to pay for the goods
-Database/table of customer orders/bids – So that immediate searches can be made to find and update customer information.
-Order/bid tracking / email confirmation
Advantages of online shopping/ecommerce to the CUSTOMER.
Jan2012, Jan2013, Jan2014, June2011, June2012
-It enables people to find out what they do and what they sell. / searches.
-There is no travelling – it can be done from home so saving in costs and time delivered to the door.
-Allows disabled people to do more shopping.
-Can be done 24/7*.
-Can find obscure goods not available locally.
-Much quicker to do a price comparison.
-See other customer reviews.
-Order tracking.
-Better deals available online / much quicker to do price comparisons / find cheaper deals online.
-Avoid wasting time in queues (must be qualified) e.g. at peak/sales time.
Advantages of online shopping/ecommerce to the COMPANY.
-People can email them with enquiries, orders, requests.
-Technology has advanced and now made a lot more possible.
-Overheads cut/large savings on shop, warehouse and office space/less money tied up in stock/less stock wastage.
-Wider customer base/Can reach an international audience.
-More efficient customer targeting.
-Can target sales because you can see rivals prices on their website and alter your prices#.
-Can sell 24/7 (but not if given as an advantage for customers)*
Disadvantages of online shopping/ecommerce to the CUSTOMER.
-Fraudulent sites
-Customers worried about security of credit/debt card details
-Sometimes more hassle when returning goods
-Hidden costs of postage or duties
-Loss of the social pleasure of shopping
-Harder to assess the quality of good before ordering 
Disadvantages of online shopping/ecommerce to the COMPANY.
-Network downtime can be expensive
-Increased competition from abroad offering cheaper goods
-Cost of delivery may make goods more expensive
-Reliance on third party delivery companies who may be unreliable
Definition of URL – Jan 2011 for all
- (Universal Resource Locator) is the web address of a site / the address for a web page on the world wide web / the recognised method for referring to resources on the internet / the unique address for a file that is accessible on the Internet.
-You simply type it in / click on it to go directly to the website you want. (Action and effect)
Boolean searches
- Boolean search is a search using the operators AND, OR or NOT.
-Using AND narrows a search by combining terms; it will retrieve documents that use both the search terms you specify, (e.g. Portland AND Oregon)
-Using OR broadens a search to include results that contain either of the words you type in, (e.g. liberal OR democrat)
-Using NOT will narrow a search by excluding certain search terms, (e.g. France NOT Canada)
-It helps save time searching for information as it helps you narrow down a search.
Example for 2 marks
-A Boolean search allows you to combine words and phrases using the words AND, OR, NOT and NEAR to limit, widen, or define your search.
Web crawler
- A web crawler is a program that automatically browses all web pages (in a systematic manner). One type of software agent, or bot which (automatically) visits a list of URLs.
-Provides data about web pages in order to produce an index (database/list) which can be used by a search engine to enable fast searches.
-Can be used for automating maintenance tasks on a Web site, such as checking links or validating
HTML code.
-Can be used to gather specific types of information from Web pages, such as harvesting e-mail addresses.
Distributed computing definition
Jan2010, Jan2012, Jun2011, Jun2013, Jun2014.
-Where a series of computers are networked together (1)
-They each work on solving the same problem (1)
-Each computer shares data processing, storage and bandwidth in order to solve a single problem (1)
Distributed computing application
- The purpose of the SETI project is to search for intelligent life outside the Earth and to do this a radio telescope is used. (1)
-In order to search for the narrow-bandwidth signals lots of computing power is needed. At first supercomputers containing parallel processors were used to process the huge amount of the data from the telescopes. Then someone came up with the idea of using a virtual supercomputer consisting of a huge number of Internet-connected home computers.
Distributed computing advantages/disadvantages
Advantages
-Reduces cost because an expensive powerful computer such as a supercomputer is not needed
-Can pass work to computers anywhere in the world using the Internet
-Improved performance as each computer can work on part of the data
-Can improve performance by adding more computers.
Disadvantages
-Issues with the security of data spread out on so many different computers
-Issues with communication breakdowns.
Dial-up
Jan2012, Jan2014, Jun2013
Advantages
- If only a light user dialup might be cheaper as only have to pay when you are using it *.
Disadvantages
-Modem/ dialup is very slow and limits its use - a download on dialup can take minutes compared to broadband.  
-Can be used anywhere there is a phone line #. 
Broadband
Advantages
-Streaming (fast download time) means that you can use it to listen or watch films or music / less need for buffering / less lag /greater bandwidth.
-Faster download of information / faster downloading (only award this if there is no other mention of downloading).
-It does not tie up your phone line.
-More secure as it keeps anti-virus etc up to date automatically.
-Can make cheap phone calls via the internet.
-Makes video conferencing possible.
-Don’t have to waste time connecting to the internet / Always on.



Disadvantages
-Not available everywhere (blackspots) #.
-You pay a monthly subscription so more expensive if light user/ whether you use it or not/ easier to budget / not penalised by heavy usage if have unlimited package*.
Moral, ethical and social issues associated with the internet
Jun2010, Jun2011(18)
Moral
-Deliberately setting up websites containing incorrect information – people may rely on this information thinking it is correct.
-Bullying – In chat rooms, by email, in blogs, by text messages
-Inappropriate websites – People are able to view inappropriate material such as pornography, racism, violent videos.
-Using e-mail to give bad news – whereas face to face would be better/fired or demotion
-Spreading rumours
-Using photo editing to distort reality
Social
-Privacy issues – social networking sites
-Gambling addictions – easy to gamble online
-Obesity – Less active sitting down
-Addiction to computer games – school work can suffer as a result
-Widens the gaps between the have and have nots – Internet access widens the gap between rich and poor countries and individuals
-Organisations move call centres abroad
-Growth of e-commerce may mean shops have to close
Ethical
-Plagiarism – copying material
-Sending spam
-Companies monitoring staff use of the Internet and e-mail – even reading personal emails
-Using someone’s wireless Internet connection without permission

Effects on communities
Positive
-Blogs and chats for local community’s problems
-Household members less isolated as people can contact them
-Opportunities for employment
-Local citizens’ advice
Negative
-Lack of social interaction
-Local shops shutting 









Human Computer Interface (HCI) – TOPIC 3
Jan2010, Jan2011, Jan2012, Jan2013, Jan2014, Jun2010, Jun2011, Jun2012, Jun2013, Jun2014, Jun2015
- Layout appropriate to the task (There should be standard ‘feel’ to software)
e.g. Uncluttered text for young children learning to read / large empty area for a designer using an architect to maximise the drawing area.
-Consistency of signposting and pop up information
e.g. Every ‘Next’ should be in the same place using the same icon / navigation around the program should be clear consistent and easy to follow. – intuitive, learn faster
-Clear navigational structure
e.g. It speeds things up if there is a similar route through the programs (if it is clear) as users do not have to keep learning things / Helps users learn their way around the system.
-Customisable to suit the needs of the user
e.g. Makes it more efficient if the user can change items to suit their work preference.
Change font size – readability, appropriate to level of user
-Location of where machine is to be used
e.g. No sound in a noisy area.
Touch screens in museums / factories / etc (with explanation of why).
-House Style/Ethos (Not Consistent Layout)
e.g. So that it conveys who the organisation is and all the company documents look/feel the same.
-On Screen / online helpfiles (built in with software)
e.g. Rather than wasting time looking in manuals, important if no outside help available when working / tool tips telling the user what to do / interactive user manual that answers general FAQ. / Wizards to take you through the task.
-Disabled Access (If get explanation and factor mixed up can gain 1 mark)
e.g. If a person is blind then the computer could recognise voice input / Braille keyboard.
CONDONE: Font size – (but not as a factor) readability, appropriate to level of user, avoid eye strain
Differentiation between user expertise – type of user
e.g. HCI needs to differentiate between non-technical and technical users. Technical users do not need a set of steps to get to a place, a travel agent who is using a system daily does not need guidance as they do the same steps daily.
Human Computer Interface (HCI) for a disabled user
-Use of speech recognition rather than keyboards for users who cannot use keyboard or mouse (1).
-Use of specialist input devices such as those which use blow pipes or eye movements (1)
-Ability to magnify areas of the screen to aid users with bad eyesight (1).
-Ability to increase the font size to aid users with poor eyesight (1).
-Use of correct colour schemes to help people who are colour blind / dyslexia (1).
-Illustrated use of Braille device (1).
-Illustrated use of text to speech output (1).
-Use visual messages rather than beeps or warning noises for users who are deaf (1).
-Use of a large mouse for people with poor coordination (1).
-Use plenty of contrast between the text and the background to aid people with poor eyesight (1).





Human Computer Interface (HCI) for a child learning to read
-Have a minimum amount of text on screen
-Use child friendly font/size of font
-Use bright colours to attract the child’s attention
-Have an uncluttered appearance
-Involve minimal use of the keyboard / alternative input devices
-Use speech synthesis / sound so that they can hear the words
-Animation/videos to keep their interest
-Instant feedback on their responses
-Interactivity e.g. quizzes, educational games
-Visual prompts e.g. pictures of a cat
Working with ICT – TOPIC 4
Jan2010, Jan2011, Jun2013, Jun2014
The advantages of teleworking for the employee – explain each point
-Teleworking makes it easier for people to live and work where they choose - as it is possible for some staff to work from home (less stressful).
-It reduces traffic congestion and carbon dioxide emissions and is therefore ‘greener’ / this has an environmental benefit since there is no commuting to work.
-Not having to travel to work saves time/money.
-Flexibility of working hours.
The disadvantages of teleworking to the employee - explain each point
-Home costs such as heating, lighting increase
-Employee may feel isolated
-Some employers may pay teleworkers less as there is more competition for jobs
-No workmates to go out with
-Boundary between home and work is lost
-Loss of status for some staff – no plush offices, etc.
-May not be a quiet place in the house to work
-Passed over for promotion
The advantages of teleworking to the employer - explain each point
-Smaller offices are needed
-Fewer backup staff need to be employed (e.g. cleaners, caretakers)
-Staff less likely to spend time off sick
-Reduced office overheads (electricity, gas, insurance, etc.)
-Staff may be more amenable to working flexible hours
-Retaining skilled workers / maternity
-Employ workers from a wider pool of talent
-Comfortable environment can lead to greater productivity
The disadvantages of teleworking to the employer - explain each point
-Change to organisational structure may be needed
-Hard to determine how hard staff are working
-Harder for managers to manage the work
-Increased number of sites for ICT equipment may cause more security risks
-Employers usually pay for the employees’ ICT equipment
-More difficult to hold meetings
-Health and Safety checks needed on employee home
Hardware for teleworking - explain each point
-Computer
-Screen/monitor
-Internet connection
-Microphone
-Webcam
-Internet phone – cheap phone to make calls
-Printer
Benefits of using videoconferencing
Jun2015
Benefits to the employee
-Less stress as employees do not have to experience delays at airports, accidents, and road works
-Improved family life as less time spent away from home staying in hotels
-They do not have to put in long working hours travelling to and from meetings
Benefits to the organisation
-Much cheaper as they do not have to spend money on travelling expenses, hotel rooms, meals
-Improved productivity of employees as they are not wasting time travelling
-Meetings can be called at very short notice
-Short meetings can be conducted
Benefits to the society
-Fewer people flying to meetings will cut down on the number pf flights needed and hence reduce the amount of carbon dioxide emitted helping to reduce global warming
-Roads will not be clogged up with traffic and this will cause less stress and cut down on pollution
Drawbacks of using videoconferencing
Drawbacks
-Cost of the equipment – specialist equipment is expensive
-Poor image and sound quality
-People can feel very self-conscious
-Although documents and diagrams can be sent in digital form, physical copies can’t be passed round.
-Lack of face-to-face contact may mean a discussion may not be as effective
Using videoconferencing in hospitals
-Providing link between patient and doctor
-Helping patients who live in a rural location who find it difficult to get to hospitals
-Training medical staff, learn from experts without attending a course in a remote location
-Expert consultation for patients who live far away











Code of conduct
Jan2010, Jan2011, Jan2013, Jun2012, Jun2014 (?)
A code of conduct is a set of rules/agreements (1) drawn up by managers and their employees (1) 
What should it contain? - explain
-Responsibilities – Users must respect rights of other uses, integrity of the physical facilities and controls and comply with all licences
-Respecting rights of others – Using ICT to bully, employees need to feel safe
-Abiding by current legislation – Computer Misuse act, Data protection act
-Protecting hardware and software from malicious damage 
-Complying with licensing agreements – only use the correct amount of licences 
-Authorisation – what parts of the system they can use
-Permissions on data access
-Security defining rules about password disclosure, data transfer rules and personal use of emails -and the Internet
-Consequences of breaking the code.
Ways which an employee could misuse an organisations 
-Introduction of viruses – by downloading games, not scanning portable media, not keeping virus scanners up-to-date, etc.
-Misuse by employees of the ICT facilities, e.g. using telecommunications for own purposes (e.g. phone calls, e-mail, videoconferencing, etc.) and using printers for personal use.
-Distribution of material that is racially or sexually offensive – for example, sending offensive jokes by e-mail or text messages, circulating offensive images over the organisation’s network, etc.
-Misuse of data for illicit purposes – for example, using e-mails and text messaging to bully someone at work or school/college.
-Using data to set up own business, etc.
-Blackmail, computer fraud or selling to other organisations.
-Violating terms of copyright or software agreements thus causing the company to face legal action from software suppliers or other affected organisations.
-Taking data from the system and not protecting it, e.g. losing laptop
Penalties - explain
-Informal (verbal) warnings – Minor infringements of the policy could be unintentional
-Written warnings – More serious infringements, more formal.
-Dismissal – Very serious infringement may result in the dismissal of an employee
-Prosecution – Also for very serious infringements 
The difference between legal and moral issues with respect to code of conduct
-Disinformation
Moral – not fully informing potential customers or clients of all available facts concerning products or services e.g. imminent introduction of new models.
Legal – Estate Agent putting false information in adverts.
-Privacy
Informing data subjects of their legal rights and processes for complying with those rights.
Monitoring company emails.
-Employment patterns
Effects on the workforce.
Personal empowerment.
-Equity
Information poor and information rich societies and the consequences of such.

-Intellectual property rights
Ownership rights to data.
Examples
Disinformation
Not fully informing potential customers or clients of all available facts concerning products or services e.g. imminent introduction of new models. 
Examples 
Estate Agent 
Legal requirements = Properties Act 
Ethics = a property developer not telling his client the property has subsidence problems or a violent history 
For a hospital treating a patient 
Legal requirements = Data Protection Act 
Ethics = response times might be part of the code of practice 
Hardware & software sales 
Legal requirements = Trade Descriptions Act 
Ethics = prohibit salespersons from selling hardware and software soon to become obsolete 
= ensure salesmen do not pressurise unwilling customers to accept e.g. loyalty cards , instore credit accounts or particular brands 
Privacy
Informing data subjects of their legal rights and processes for complying with those rights. 
ICT systems have enabled many organisations to hold data on the public. People are not always aware of their rights under data protection legislation and not all organisations are ethical in their use of this data. 
Legal requirements = Data Protection Act 
Ethics = an employee using company data to create mailing lists for his own private home business 
Monitoring company emails. Electronic monitoring systems can be used to track emails. A systems technician might open other people’s emails to detect misuse or simply to be nosey. 
Effects upon the workforce.
-ICT has transformed the workplace
-Some people have been de-skilled by the arrival of ICT, their skills are no longer required, and they lose their jobs
-Call centres have caused many people to lose jobs as they have been moved abroad where labour is cheaper leading to ICT ‘sweat shops’
-Others have gained and have the required skills e.g. computer programmers
4. Equity Information poor and information rich societies
The development of information systems has led to a division between the information rich and information poor societies. Ownership and access to information can often determine which organisations will be successful and which will fail. As these technologies have to be paid for, the richer organisations can afford the technology whilst poorer organisation cannot. Consequentially, the rich organisations get richer, the poorer ones get relatively poorer, and the gap between them gets greater.
5. Intellectual property rights Ownership rights to data.
-If you put a joke on the Internet do you own it?
-If you see a joke on the Internet can you sell that joke to a professional comedian?
-If you scan in the text of the book ‘The Da Vinci Code’ and put it on the Internet for all to be freely read; are you breaking the law?
-Can you sue someone who sells you an essay, which is full of factual errors?
The growth and exchange of ideas on the Internet has led to many legal disputes and lack of legal clarity as to one’s intellectual property rights. Do the Copyright Laws of one country apply to another country?
Free access principles were applied to ‘text of books, music, essays. There is an ongoing argument between organisation trying to protect the earning potential of their products and those who do not want to see the Internet become ‘owned and controlled’ by a few large corporate organisations as the media has become.
Security policies– TOPIC 5
Why you need security policy/factors to consider when designing
-DPA puts an onus on the practice to keep this information secure (1) because of its potential for misuse (1). THIS IS WHY YOU NEED IT.
Illustrated example of any two of the following points that may be in a security policy:
-Rules on Passwords and user id’s
-Access rights
-Firewalls
-Virus checkers
-Encryption
-Physical security measures
-Backup and restoration strategies
-Staff code of conduct
-Disciplinary procedures
Risk analysis
-Likelihood of risk occurring - some things such as power cut are inevitable but explosions much less likely - senior managers have to assess the likelihood of each risk occurring and put in the necessary security
-Short and long-term consequences of threat - resources (staff equipment, etc) need to be directed towards recovering the data / may have to pay compensation / financial loss due to loss of business through not being able to take orders / embarrassment/ prosecution / loss of integrity / bankruptcy / cost of replacing equipment
-How well equipped is the company to deal with the threat (What procedures are in place) - has to be reviewed periodically because of changing needs - disaster recovery programme – backup strategy – cost (how much they are prepared to spend), use of firewalls – use of anti-virus
Potential threats
Threat/Example/Consequence(Can be interchangeable)
-Terrorism – Cyber-attacks to slow down or prevent online services - Loss of reputation
-Criminal, Vandalism/sabotage - Attacks on firewalls by viruses to destroy data - Loss of business and income
-Theft by Hacker/employee(White collar crime) - Deliberate destruction of the physical data, Hacking into data to steal company private details Or copying company records onto disc and selling it to rivals / and misuse it for own purpose - Legal action
-Natural disasters - Floods, earthquakes - Costs of recovering data
-Accidental altering of data - Overwriting files: accidental deletion of files - Costs of recovering data
-Theft of data - Stealing storage media containing data - Legal action
-Fire - Electrical fire in building - Loss of business and income



Operational procedures
-Screening potential employees - Ensure staff are controlled, Fit employee to the task, CRB checks
-Routines for distributing updated virus information and virus scanning procedures - Ensuring virus signatures are updated daily and distributed around the network when a station logs in, Establish firewalls
-Define procedures for downloading from the internet, use of removable media, personal backup procedures - Staff code of conduct, Penalties for misuse, How often done, have they got to use special machines, off site etc
-Establish security rights for updating web pages - Who/what/when
-Establish a disaster recovery programme - Who does what and when, including checking the standby equipment, Backup plans, i.e. how often (NOT RISKS ANALYSIS)
Set up auditing procedures (Audit trails) to detect misuse - Who/what when, Contiguous investigation of regularities, Query any transaction out of the ordinary
-Logon procedures / User id’s and passwords - Allocating access rights, Change regularly, Don’t write it down, Use upper and lower case mix, etc
-Call Back procedures for remote access - Who/what/when/why
-Establish procedures for training staff - Who/what/when
Databases – TOPIC 6
Relational database - A large collection of data items and links between them (1) structured in such a way that it allows it to be accessed by a number of different applications programs (1) a group of tables linked together by primary and foreign keys (1).
Data consistency – It is the relationship between the input data, the processed data and the output
data as well as other related data. If the system is working properly the data will be correct at
each stage and is said to be consistent.
Data redundancy – It is where you store an item of data more than once/
A company may hold its data in different files. This is wasteful because some data may need to
be input twice and if data is changed in one it will need to be changed in the other. /
Data which is repeated unnecessarily is called redundant data.
Data integrity – the correctness of the data. Truthful, Accuracy
Data independence – the data and the applications/programs used to access it are independent/separate. / New applications can be developed to access the data without changing the data./ New systems can still use existing data
Data normalisation - Simplifying data structures (1) so that attributes in each table only relate to the entity.
Primary Key - A primary key is unique and used to identify a record/table. / and other fields depend on it
Foreign Key - A foreign key is a field of one table which is also the primary key of another table / used to establish relationships/links between tables.
Flat files(?)
Advantages/disadvantages of relational databases over flat files
-Data redundancy
It refers to the unnecessary duplication of data.
In a flat-file database, details about such information as customer details will be duplicated. In a well-designed relational database there should be no ‘repeating attributes', no piece of data should be unnecessarily repeated.


-Data integrity
The integrity of data is the correctness, i.e. the extent to which it truthfully represents the original information.
One of the problems of maintaining integrity arises when updating occurs, and every record has to be changed in a flat-file database; if one record were left unchanged, the data would no longer be wholly correct. In a relational database, you only have to change data in one table and all other references in any other table will automatically be changed.
-Data consistency
When data is held in more than one file it should be stored in a consistent way.
A date field could be stored in file as a text field but in another field as a date/time field and the data would be incompatible. In a relational database because the attributes of any one entity are contained within one file, there is no risk of the same attribute being stored in a different format in a different file (Spelling mistakes in names).
Why relational are more secure than flat-file
-Hierarchy of passwords - passwords to see separate parts
-Storage of data separate to programs
-Access rights to parts of the program.
Data warehousing
Data warehouse refers to large amounts of data, which are stored together (1), usually in a single location, for further processing (a huge database specifically structured for information access and reporting) (1)
Advantages/uses
-Can be mined
-It allows the company to store all the details of what it has sold to every customer.
-The company can see who uses a loyalty card and exactly what they have bought and what method they used to pay for it.
-Can compare information like the sickness data from different stores.
-Storing this historical data better equips managers to make their decisions
Data mining
-Look for the idea of trends, patterns or generating new information
-Is the analysis of a large amount of data in a data warehouse to provide new information.
-Is interrogating large amounts of data
Advantages/uses
-The company with a list of customers likely to buy a certain product, which they can then use to target with a mail shot.
-Comparisons with competitors.
-Useful ‘what if’ results from modelling exercises.
-Predictions for future sales.
-Analysis of best sites for shops.
-Analysis of sales patterns.
-Returned information can be tested for plausibility.
-Data if of value can be processed into a report to help decision-making.
Database management system*********




[bookmark: _GoBack]Consequences of change – TOPIC 7
Consequences of change
-New skills required
-Changes to the structure of the organisation
-Work patterns being altered
-Internal procedures being changed
-Workforce anxiety
1. The new skills required and old ones not required
	Required
	Not required

	Computer programmers 
	Typists many people now word process their own documents

	Network managers
	Filling clerks data is now stored in databases and accessed across networks

	Computer engineers
	Internal post clerks many now contact each other via emails


2. Organisational structures change
-Boundaries between old departmental organisation will become blurred and staff will often be asked to take on new tasks and maybe lose some e.g. a sales person will be asked by a customer about the balance of their account. Before this would have to be referred to the accounts department but now the salesperson would access the account information via the network.
-Staff working groups may be split up affecting friendships
-Staff have to work in different ways e.g. having user names and passwords before they can commence working.
-Departments get restructured which means previously senior personnel get demoted whilst younger staff get promotions.
3. Work patterns are altered
-Reacting to global markets means being operational for 24 hours a day.
-Teleworking
-Videoconferencing
-Flexible working hours e.g., telesales work when people are home from their work
4. Internal procedures are changed
-Some staff that were internal administrators are now asked to deal with customers directly
-Traditional jobs are dome quickly so they may have to undertake new duties. These changes can cause stress if staff are not involved in decisions about their jobs or given the proper training.
• Many ICT staff have to obey codes of conduct.
5. The workforce (fears introduced by change)
-Fears of redundancy with lost jobs. Staff wages is the biggest cost to companies. Less staff are often needed to do the same amount of work once computers are introduced.
-Fear of reduction in status and job satisfaction. Management Information systems means less middle managers are needed so departmental heads may lose power. -Fear of looking ridiculous. Older members may feel their lack of ICT skill and knowledge may make them look incompetent.
-Changes in location. Office space requirements are reduced so need smaller premises with reductions in rents, rates, utility bills. New premises may not be in original location causing problems with journeys to work; sometimes they are relocated to different cities, which could lead to either loss of job or relocation expenses. E.g. some jobs may go abroad to call centres.
-Fear of Health risks from working with computers, back problems etc.


Management information system (MIS) – TOPIC 8
Management Information Systems (MIS) are organised collections of people, procedures and resources designed to support the decisions of managers. (1)
Examples of use similar to the following:
-Looking at pupil attendance figures to try to see if there are patterns and to ensure that less pupils truant.
-Looking at exam results to try to find strategies to improve their target figures, etc
-A head teacher in a school analysing those pupils who are falling behind in their work as evidenced by test results and whose attendance is poor so that interviews with parents can be arranged.
Features of good MIS
-Accuracy of the data
-Flexibility of data analysis
-Providing data in an appropriate form
-Accessible to a wide range of users and support a wide range of skills and knowledge
-Improve interpersonal communications amongst management and employees
-Allow individual project planning
-Avoid information overload
-Allow speedy decisions for urgent situations
Examples of possible responses
-Accuracy of the information produced usually dependent on the accuracy of the data input.
-Ability to allow managers to set up their own queries flexibly.
-Presents the data in an appropriate form, for example a graph, to make it easy to understand.
-Can be used by managers who have differing experience and skills in the use of ICT.
-Ability to be transferred to other packages for further processing/analysis such as spreadsheet package.
Factors, which can lead to poor MIS
-Complexity of the system
-Inadequate initial analysis
-Lack of management involvement in initial design
-Inappropriate hardware and software
-Lack of management knowledge about computer systems and their capabilities
-Poor communications between professionals
-Lack of professional standards
Examples of possible responses
-Inadequate consultation with managers during the analysis of the system to find out what their requirements from the system are.
-Lack of training for manager’s means many managers do not use the system as they should.
-Inappropriate hardware or software being used. For example, the network may run slowly when processing the information needed when producing MIS reports.
-Inadequate initial analysis. The system does not do exactly what it should do.







System Investigation – TOPIC 9 – 130-146
System investigation  Analysis  Design  Implementation  Maintenance  Evaluation
Ways a system analysis can gather data
Interviews – interviews with managers normally reveal how the departments work and any
current problems. Normally will say how they want the new system to work and what
information they want. Operational staff can supply fine detail on how the current system
works. Very time consuming as a lot of people have got to be contacted. Needs skilled
interviewers to get the correct information out of people.
Observation ( inspect/ look at / shadow) – sit and watch how somebody does their job at
present so that one can understand what they do, how and what information flows, the
processes that are performed and any time delays, crashes or interruptions. Can be time
consuming and span several weeks before you can see everything.
Inspection of records – studying the paper based information produced by the company at
the moment. Allows one to see what information is currently held and the way it is
communicated between different departments or customers and the company. Documents
include organisational charts, manuals, reports, minutes of meetings and all documentation.
Questionnaires – ideal way to collect information as you do not have to waste time talking to
people and can stick to the important points without digressing. Economical to reproduce and
distribute. Problem is that people forget to fill them in and hence an incomplete picture.
Response rate from posted surveys is often poor. Respondents may misunderstand some of
the questions. Cost involved in hiring people to ask others to fill in questionnaires and collect
results can be significant.
Feasibility report
It is the summary of an initial investigation to look at the likelihood of being able to create a new
system with stated aims and objectives at reasonable cost. The document is used by senior
managers to assess whether it is worth continuing with the project.
Should include e.g.
-User requirements should be identified (aims and objectives).
-Definition of the scope of the present system (outline current system).
-Major data processing functions and processes (data flow).
-Identification of problems with the current system.
-Cost benefit analysis of the new system / Consider cost implications in terms of human resources, consultancy fees, training requirements, hardware upgrading, payment to third party providers, licences and fees, etc
-Details of existing hardware and software. / Consider technical issues including: do they have equipment to implement; do they have in-house technical expertise; are there compatibility issues with existing systems
-Consider operational issues including: impact on day to day work; what training will be required; will re-structuring be necessary; other logistic and practical issues
-Potential improvements / benefits on the new system
-Conclusions /Is it worth proceeding
