4.1.10 Social Issues

a) Health and safety issues associated with ICT

	HAZARD
	PREVENTION

	RSI 
Caused by prolonged working at computers or computer games results of immobilized neck, shoulder / wrist muscles caused by using the same muscles over and over again
	Ergonomic Keyboards; wrist and foot support; correct chair positioning

	Eye Strain
Cause of blurred vision thus dry irritated eyes and headaches caused by looking at flickering screen all day or bad lighting
	Non flickering screen; Anti-glare screen
Remove glare; correct lighting  in the room

	Back problems back strain (posture)
associated with the spine crunching over a computer which is not at correct posture and heights
	Adjustable chairs; foot support; tilting screen
Take regular 15 minutes breaks and walk around the room

	Ozone irritation form laser printers causing rashes on the skin
ELF radiation
	Locate personal laser printer 1 metre away from user

	Addiction dependency,
	Restricting the hours of access



b) Acceptable use of ICT equipment and services
an awareness of the user’s responsibilities relating to the appropriate use of ICT equipment, networks and the Internet;

User sign a code of conduct to ensure appropriate use of ICT equipment and the internet
· Don’t tell the passwords / change it regularly
· No use of CT equipment e.g. printers for personal use
· [bookmark: _GoBack]Virus software are trusted and regularly updated when possible – thus scan all disk with the up-to date protection that is now available.
· Do not misuse internet in anyway e.g. abusive e-mail, waste company time in chat rooms/ inappropriate sites
· Avoid hacking
· Do not steal hardware /  software / data
· Breaches could lead to warning, sacking and even prosecution.

Measures to Protect IT Systems
1.  Physical restrictions (e.g. ID badges for employees, an entry control system to the IT department)
2.  User IDs and passwords for the company network
3.  Access levels (different groups of people have access to different parts of the network)
4.  Software on the network that tracks all network activity (e.g. an "audit trail" that tracks who was on what station at what time)
5.  Encryption (data is encrypted before being transmitted)
6.  Backup Procedures
7.  Virus checkers
8.  Staff training (so that staff know how to use the system and do not, therefore, do accidental damage)
9.  In the case of a laptop, it could be given a "boot lock" and sensitive data on the computer could be encrypted.
10.  Firewalls and Internet monitoring
Some developers now insert hidden "fingerprints" into the code so they can see if they turn up in a competitors product.
Software companies can guard against piracy
The history of the Enigma Machine and the recent bizarre events, allegedly perpetrated by a man names Yates, are a good illustration of the importance of encryption systems during wartime.  

HACKING
· Hacking is unauthorised access to a computer system. 
· Hackers circumvent security measures such as password protection.  
· The extent of hacking is difficult to quantify because so little is detected and, even when it is detected, it is often not reported.
· Hacking could pose a threat to national security.  In the future, war could be waged on a country by attacking its computers.
2.  THEFT OF MONEY
Common methods are:
· Criminals hack into banks and transfer money.
· Criminals pose as a business and take orders for goods that they have no intention of supplying
· Criminals obtain credit card details.
Case Study - British banks were sued by hundreds of customers in 1992 who complained of "phantom withdrawals" from their accounts. 
3. THEFT OF DATA
· Company secrets can be stolen. 
Case Study - in 1992 a military officer had his notebook computer stolen.  Unfortunately the computer contained top secret plans for the forthcoming Gulf War.
4.  VIRUSES
· Viruses attach themselves to an executable file (a program) on the computer
· .When the program is run, the virus copies itself to other files on the computer
· Viruses are usually caught by transferring files by floppy disk and by downloading an infected file from the Internet. / untrusted source
· Some viruses will lie dormant until a certain date 
5.  LOGIC BOMBS
· This involves hacking into a computer of a major corporation and planting a program that will destroy data on the computer.  The company is then contacted and blackmailed. 
SOFTWARE PIRACY
.  It is someone else's "intellectual property".
· A "single user licence" allows you to run the software on one computer
· A "network licence" allows you to run the software on a specified number of machines
· A "site licence" allows you to run the software anywhere on the site
Software piracy involves copying the diskettes or CDs or downloading the software from illegal Internet sites.

c) Legislation covering the use of computers
an understanding of the Computer Misuse Act, Data
Protection Act (1998), Copyright Act; explain the consequences of malpractice and crime on information systems.

Data Protection Act (1998)

· protects individuals from organisations (lot of information available about individuals collected  by many different organisations) 
· Limits the data held by individual organisations to only that which they need.

8 PRINCIPLES
	1) Personal data shall be processed fairly and lawfully
	

	2) Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with those purposes
	eg

	3) Personal data shall be adequate, relevant and not excessive in relation to the purposes for which they are processed
	

	4) Personal data shall be accurate and, where necessary, kept up to date
	They are given correct data and the opportunity to change any out of date or 

	5) Personal data processed for any purposes shall not be kept for longer than is necessary for those purposes
	Data may be collected form applicants for a job. That data can only be stored for the period of assessment, interview and selection. After tha tit should be discarded

	6) Personal data shall be processed in accordance with the rights of data subjects under this Act
	

	7) Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data [kept secure]
	Data must be kept private and secure. Data is backup regularly, obviously consider the rules of  backup, virus maintenance, restricted to authorised people by means of passwords or ENCRYPTION 

	8) Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data
	



Individuals have certain rights:
· right to subject access
· right to prevent processing likely to cause damage or distress
· right to prevent processing for the purpose of direct marketing
· rights in relation to automated decision making
· right to compensation if damage and distress is suffered by the Act being contravenedMISUSE ACT
· duplicate software except to make one backup copy
· run pirated software
· transmit software (e.g. upload or download pirate software from the Internet)



Glossary:
· Personal data – any data relating to an individual
· Data – anything that is held on an individual as part of a record
· Processing – obtaining, recording or holding the information or data
· Data subject – the individual data is being held about
· Data controller – worker in a company who makes provisions to comply with the DPA
· Data processor – any person who processes the data on behalf of the data controller
· Recipient – individual given the data in order to process it some how
· Third Party – individual who receives the data for processing
· Information commissioner – individual who’s responsible for ensuring the DPA is being adhered to, by giving advice, running training sessions and investigating complaints

Computer Misuse Act (1990)

The Computer Misuse Act:
· was introduced to protect data held by companies from hackers
· Crimes against the Misuse Act are backed up with fines and prison (differing scales). 
The Computer Misuse Act was introduced to make it illegal for people hacking into your computer (1) by giving the hackers a fine (of £2000).   the Act also made it illegal to use the information you see for blackmail purposes (1) and you could get a further (£2000) fine and go to prison.  Etc… Identity theft, Spreading viruses, Phishing 

 The Computer Misuse Act has four main provisions:
· Unauthorised access to computer material programs or data (e.g. hacking or theft of data)
· Unauthorised access with intent to commit or facilitate the commission of further offences (e.g. hacking to steal money or to plant a logic bomb)
· Unauthorised acts with intent to impair, or with recklessness as to impairing, operation of a computer
·  Unauthorised modification of computer material (e.g. writing or deliberately transmitting viruses)
· Making, supplying or obtaining articles for use in computer misuse offences
	\z
	Problems with Computer Misuse Act

	· Without it, theft of electricity was the only crime a hacker could be charged with.
	· Intent must be proved (accidental intrusion isn’t punishable)
· Can be difficult to find who is responsible
· Confidential information can be obtained and accessed, and then gotten rid of before they are caught



Copyright, Designs and Patents Act (1988)
The Copyright, Designs and Patents Act: Covers issues of "intellectual property", which includes music, software, literature, art, and photography.
· makes it illegal to steal or create unauthorised copies of software
· also covers manuals, books, CDs and music
	Benefits of Copyright, Designs and Patents Act
	Problems with Copyright, Designs and Patents Act

	· people who put in the time and effort to produce books, music and software deserve to be rewarded in royalties
· allows individuals and corporations who invest time and money to reap their rewards
	· when buying software, you’re usually only purchasing a license to use the software – these licenses can be difficult to understand, and many people think because they can’t be seen, then it isn’t a crime to copy/distribute this software
· copying CDs/downloading copyright music damages people’s livelihoods and hinders future developments



The Regulation of Investigatory Powers Act (2000)

The Regulation of Investigatory Powers Act:
· introduced to address concerns about the use and misuse of communication interception techniques by public and private organisations
· makes it a criminal offence to monitor communications without lawful authority
· ‘the interception has to be by or with the consent of a person carrying on a business, for purposes relevant to that person’s business, and using that business’ own telecommunications system’

	Benefits of Regulation of Investigatory Powers Act
	Problems with Regulation of Investigatory Powers Act

	· Companies can monitor what its employees re doing
· Ensures facilities are being uses for legitimate work
· Helps keep company secrets unrevealed
	· Any form of monitoring can be seen as a breach of trust
· Many people like to ‘cling on’ to their privacy
· Concerns about what controls there are on organisations who monitor communications



The Electronic Communications Act (2000)

The Electronic Communications Act:
government wanted ‘to make the UK the best place in the world for e-commerce’ and to ‘create a legal framework so that people can be sure about the origin and integrity of communications’

The Electronic Communications Act has two make parts:
Cryptography service providers – this allows the government to set up a register of approved cryptography suppliers
Facilitation of electronic commerce, data storage – this recognises digital signatures, which are now admissible in law

	Benefits of Electronic Communications Act
	Problems with Electronic Communications Act

	· - contracts signed over the Internet have the same legality as those signed by hand (increasing security of e-commerce and ensures legal backing for contracts)
	· lots of legislation against digital signatures, so there’s now legislation to remove laws preventing digital signatures, but this takes time
· - always a security risk



The Freedom of Information Act (2000)

The Freedom of Information Act:
· deals with access to information on any topic from any public authority (including government, the health service, schools and police)
· allows anyone to make a request, giving their name, address and a description of what they want

	Benefits of Freedom of Information Act
	Problems with Freedom of Information Act

	· information that wasn’t accessible to the general public is now available
· - increased accountability (public authority cannot hide decisions they make)
	· any information can be requested, however it may be withheld to protect various interests/may come under an exception
· public authority doesn’t have to confirm or deny the existence of the information that you have requested
· - doesn’t have to provide information if an exemption applies, if the request is too vague,  if it’s similar to a previous request, or if the cost of collating and producing the information exceeds an appropriate limit










ETHICS is the study of morality - issues of "right" and "wrong".  Traditionally, these have been based on religious principles (e.g. the 10 commandments, the parables of Jesus or the Koran).  Recently, non-religious moral codes have arisen such as Humanism
THE LAW differs greatly from country to country.  A major impact of the Internet is that people can increasingly circumvent the law in their own country by taking advantage of the fact that national boundaries are almost irrelevant on the Internet. Globally.
CODES OF ETHICS can be drawn up by professional bodies = Organisations such as the British Computer Society have promoted codes of professional ethics covering such issues as:
Respect for intellectual property
Respecting privacy
Not using one's expert knowledge to cause harm (e.g. writing viruses)
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