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You can’t believe your good fortune…you find a lovely looking spare room in a place close the University through an online advert or social media post, and it’s really good value! The landlord, who is not able to meet you face-to-face (they are perhaps not in the UK), asks that you transfer them two months’ worth of rent via MoneyGram or Western Union. You arrive at the property on the agreed upon date, but there’s just one small problem…the property is not actually for rent and the people who live there know nothing about your agreement. 

This is not a new scam, more a variation of an older one and with students becoming more and more reliant on the web for their personal needs, Student Housing have sought advice from the UoP IS Security Architect to put together some tips regarding online security:-

General 
· Fraudsters will play on your needs and fears e.g. you need a place to live ASAP (you have a time restraint and you don’t want to be homeless). They then make you believe that they are the only ones who can sort you out and make you depend on them.
· Fraudsters have to act quickly or they risk discovery – they will try to get you to make a quick decision and may put pressure on you to act by playing on your worries (e.g. making it seem like you are letting them down, wasting their time, “you will lose the property and you won’t find anything else now”). 
· If you are dealing with a letting agent/landlord/student who is putting a lot of pressure on you online, be suspicious and walk away. 
· People who fall victim to scammers often doubt their own instincts and wonder “what if…” so just remember, if it sounds too good to be true, it probably is!

Make contact with landlord/agent
· Only use a landlord/letting agent/student that has been personally recommended by a trusted friend or by the University. 
· Do your research on the landlord/letting agent/student to make sure they are reputable and legitimate. 
· Find out a physical address and telephone contact details that you can verify. 
· Put their email address and name into a Google search to see what they might be linked too. 
· Don’t give anyone your bank/debit/credit card details until you are sure that you can verify them and the actual property you are going to rent. 
· Never give your card/bank details or send any money as “security” to keep an offer open for a property. 
· Always get a copy of a tenancy agreement before you agree to part with any money. 

Online accommodation searches
· Update your anti-virus and anti-spyware software and firewall before you start
· Do not reply to emails from companies/persons you do not recognise or you have not requested information from. 
· Always, always keep all your passwords safe, including ones for verification services e.g. Verified by Visa. 
· Always log out of sites when you are done. Closing the browser is not enough security, particularly on public access computers. 

Online payments
· Online payments are always risky – ensure you are on a genuine website before you make a transaction. 
· Using a credit card can offer greater fraud protection than with other methods. Double-check what your card provider can do for you. 
· When making a payment to an individual, use a secure payment site such as “PayPal” – never transfer money to their bank account. 
· A lot of scams happen through money transfer agencies like MoneyGram or Western Union as it is very easy to withdraw the money if you send a copy of the receipt.
· Never use a family member as an intermediary/security stop-gap for the payment going through if you give any sign of “backing out”. The scammer is once again preying on your fears and trusts. Why would someone ask you to do this in any other payment situation?
· Do not pay any money until you or a reliable contact has visited the property with an agent or the landlord.

Victims of fraud
Unfortunately, sometimes the scammers are successful into fraudulently obtaining money from their victims. 
· If this happens to you, there is a vast amount of support available, from the UoP support services including Student Housing, Student Finance, Safer Students (including the University’s Police Liaison Police Officer) and the Student Support Managers. 
· Don’t be embarrassed, you are the victim. 
· Make sure you report it. “Action Fraud” is the UK’s national reporting centre for fraud and internet crime where you should report fraud if you have been scammed, defrauded or experienced cyber-crime. Their website is www.actionfraud.police.uk or you can call them 0300 123 2040.
· If debit or credit cards, online banking or cheques are involved, your first step should be to contact your bank or credit card company.
· Extra support is available too. When you report a fraud to Action Fraud, you are given the option for your contact details to be passed on to Victim Support, a national charity that helps those affected by crime. If you take up this option, you will then be contacted by someone from the charity and offered free and confidential emotional support and practical help.
· If you don’t speak English, or if English is not your first language, Action Fraud run a service for you to make your fraud report in your language.

For further information specifically in relation to rental fraud, please click on this link to Action Fraud: www.actionfraud.police.uk/node/274 



